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Cybersecurity Fundamentals & Ethical Hacking

39MbOL bobgmMdmagmods: 19 mggi3ns, 38 bosmo.

39MboL  adobo: 3MmaModnl 3odobos, TMBoBomgqgdn FMOdDOML  3MA30YHYMYmo  YLoBMNbmMydaL
bAgmmMABn FPBomdabmanb, Toom dmMab gomngyMmo 3030080L oMadn. 39Mbo POMYBIJMYMRL MmamME
0gmMoym, 0bg 3Mogdhngnam 3mM©bol, MmIgmoE ogbdoMmgds dmbobnmggdL dgndnbmb nboMadn o FM©bY
9mBy3momdgdalb godmamgbodo, dom 9dL3MMoHOENdn O JLoTMNbmMgdol 3gademadsdn. 3Mmamods
yumomgdob 03obznmgol oMo dbmmme Hagdbogym nbofmgddy, oModg 0dsdy, Mmd dmbobomy nymb Do
00dDMHM3bML MmamME 9o03nMads 3039M3o. gL 3nmbbIMOL, JLoRMMbmMydal g3odmb39390D dghy33mydal
o LObHY3OL YLoTMNbMYONL, 3639MOL NZoMNM EVBILZNL PBMAL ob3nMMYdSL.

030mMy0mo 3mmbmzbgda: 3MHmMaModnb obygonbm30b BNBLEBSMO FMEBS v oML vYEOMYdYMO, MYIEO
LobyYM3gMNs, IMBIBAMYL JMBAL dmaon 3oggds IT NBABMELHMYIHIMOL S dMBLEYIMS YLoGMNbMydAL
dgbobgd.  3obbognmMgdom  3603369mMm3060s  gongyMo  3030030L  3MAJHognbs o  PLbogmnbmydab
LOZNNbYOBN FPBoMONLOEAN LYM30MO S NBHYMLO.

39MboL 890003900: 39MLOL OLMYMYdNL FxdwYa, AMBLBNMYgdn xdangdgd, MMI  FomYdOYN FMEbOM
03MY300090MOE  gobobmmEngmmb d9h93900 o dMIMOANBMD  dMmByY3momondn, sbg3y, dmobnbmb
7bogMmmbmgdol d9x30Ly0500 o 3700YFO3MB PLOTMNbMYAINL LEHMOMHYZNJON. Jb IYMLO vfMs Fommme Fomo
099603900 1boMydol 3odmngmaoob HOMYBITMYMRL, dModge YoM Loydzgmb 1Jddbab o, IMTo35mM0
3oMngfMymo BobLaMAL;ZNL.

99b3900Mo 1 - COURSE INTRODUCTION & CYBERSECURITY BASICS

e Understanding Cybersecurity & Ethical Hacking
o  Web Application Security Overview (OWASP Top 10)
e |egal & Ethical Considerations

dgb3gMo 2 - KALI LINUX BASICS

e |Installing & Configuring Kali Linux
e Linux Commands for Penetration Testing
e Networking, File System, and Permissions

99b390Mo 3 - OPEN-SOURCE INTELLIGENCE (OSINT)

e What is OSINT & How It's Used in Cybersecurity
e Finding Publicly Available Information (Google Dorking, Social Media)
e Hands-on: Using OSINT Tools

dgb3gMmo 4 - PHISHING OVERVIEW & PHISHING ATTACKS

e Understanding & Exploiting Phishing Attacks
e Creating and Simulating Phishing Attacks
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Mitigating Phishing Attacks

d9b3goMmo 5 - BURP SUITE BASICS

Setting Up Burp Suite for Web Security Testing
Intercepting & Modifying HTTP Requests
Using Burp Suite Tools

99b3gMmo 6 - WIRELESS PENETRATION TESTING

Introduction to Wireless Security & Encryption (WEP, WPA, WPA2)
Cracking Wi-Fi Networks
Rogue Access Points & Evil Twin Attacks

99b3gMo 7 - VULNERABILITY SCANNING & EXPLOITATION

Introduction to Vulnerability Scanning
Automated vs. Manual Vulnerability Discovery

Exploiting Vulnerabilities Using Metasploit

99b3gMmo 8 - INTRODUCTION TO WEB APPLICATION ATTACK TYPES

Overview of Common Web Attacks (SQLi, XSS, CSRF, etc.)
How Web Vulnerabilities Are Exploited
OWASP Top 10 & Industry Trends

99b3900M> 9 - INFORMATION DISCLOSURE

Leaking Sensitive Data via Headers, Comments, and APls
Directory Listing & Backup File Exposure
Secure Data Handling

99b390Mo 10 - CROSS-SITE SCRIPTING (XSS) & CSRF

Understanding XSS (Reflected, Stored, DOM-based)
Exploiting XSS

Understanding CSRF & Exploiting CSRF Vulnerabilities
Mitigating XSS & CSRF

DOM Manipulation & DOM XSS

d9b3goMs 11 - SQL INJECTION (SQLl)

Understanding SQL Injection Types (Error-Based, Blind, Time-Based)
Exploiting SQLI with Burp Suite

Bypassing Authentication & Extracting Data

SQL Injection Prevention

d9b3gMo 12 - CLICKJACKING ATTACKS

Understanding Clickjacking and its Impact
Exploiting Clickjacking with HTML & CSS

Clickjacking Prevention Techniques

99b3gmo 13 - SERVER-SIDE REQUEST FORGERY (SSRF)

Understanding SSRF and Common Exploits
SSRF in Cloud & Internal Network Attacks
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e Preventing SSRF
dgb3goMmo 14 - PATH TRAVERSAL ATTACKS

e Exploiting Path Traversal to Access Restricted Files
e Directory Traversal Attacks & Bypasses
e Preventing Path Traversal Attacks

99b33M> 15 - ACCESS CONTROL VULNERABILITIES

e Exploiting Broken Access Controls
e Privilege Escalation (Horizontal & Vertical)

e Secure Access Control Best Practices

dgb3gmo 16 - FILE UPLOAD VULNERABILITIES

e Unrestricted File Upload & Remote Code Execution
e Bypassing File Upload Restrictions
e Securing File Uploads

99b3gMmo 17 - JWT (JSON WEB TOKEN) ATTACKS

e Understanding JWT Authentication
e JWT Signature Forgery & Token Manipulation
e  Securing JWT Implementations

99b33Mo 18 - FINAL EXAM (CTF CHALLENGE)

e Practical CTF Lab: Exploiting a Web Application
e |dentifying & Reporting Vulnerabilities
e Securing the Application from Attacks

99b3gMmo 19 - CAREER ADVICE & NEXT STEPS

e Final Exam Overview

e Career Paths in Cybersecurity (Penetration Testing, SOC Analyst, Bug Bounty)
e Building a Cybersecurity Portfolio (Write-ups, GitHub, LinkedIn)

e Networking & Finding Job Opportunities
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